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KOHTPOJIb COITPOTUBJIEHUSA N30/
ACHHXPOHHOTI'O 3JIEKTPOABUI'ATEJIA

Auexkcansin Upuna dxyapaosHa
KaHJI. TEXH. HayK, JOLEHT Kadeapbl CEIUATbHBIX PATUOTEXHUUYECKUX CUCTEM
Jdopman Basnepuii AjlekcanapoBu4
KypCaHT 3 Kypca
BoeHnHas akagemusi BOMCKOBOM pOTUBOBO3IYIIHONU 060poHbl BC PO,

r. CMOJIEHCK

AHnHOmayun: 6 cmamve paccMampusarOmcs 60NPOCbl NOBLIULEHUSL Pecypca
ACUHXPOHHO20 IIEKMPOOBUSAMENISE NYMEM CO30AHUL YCMPOUCMEA KOHMPOJIsL CONPO-
MUBIEHUSL U3OJISAYUU U CYUIKU OOMOMOK 2JIeKMPOOSUSAMEIISL.

Knroueesvle cnosa: acunxponmusiii s1ekmpoosucameins, CONPOMUBIEHUE U305
yuu, OUACHOCMUKA.

V3HOC 2JIEKTPUYECKOW HM30JIALMN aCHHXPOHHBIX JBUTATEICH MPOTEKAET O]
BO3/ICHICTBMEM MHOXECTBA BHEIIHUX M BHYTPEHHUX (PakTopoB. OCHOBHBIM (paKTOPOM
pa3pyIIeHHs U30JISIUN CIYXKUT TEIIOBOe cTapeHue. Temno oOpa3yeTcs B IPOBOIHU-
Kax B pe3yJIbTaTe JHKOYJIEBBIX MOTEPh MPU MPOXOXKIACHUH TOKA, BCICACTBUE IMPOBOIH-
MOCTH M JUDJICKTPHUECKHUX MOTEPh B U30JIAIMU, a MHOTIA U OT cTapeHus. C pocToM
TEMIIEPATyPbl YBEIUIHBACTCS MMPOBOAMMOCTD JAMDJICKTPHKA M, KaK CIICJCTBUE 3TOTO,
BO3pacTaeT TOK, KOTOPBIHA, B CBOIO OYEPE/ib, YK B OOJIBIICH CTCIICHH Pa3orpeBacT JIu-
AIIEKTPHK.

J1i1s1 onpesiesieHns XapaKTePUCTHUK YCTPOMCTB 3alIUThI OT YBJIAKHEHUS U TIPH pas-

JIMYHBIX 3HAYUCHUAX  COIIPOTUBJICHUA  H30JLIIHN 00MOTOK CJICAYCT OLCHUBATDH
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HanpspkeHue B u3ossiiuu. [Ipu onpenenéHHOM HanpsHKEHUU B U3OJISIIIMM C M3BECTHBIM
NpUOIMKEHUEM MOXKHO PacCMaTpUBaTh M3OJISIMIO MPOBOJHUKOB KAK MOJIBIN IIUJIUHIIP
(puc. 1). U3 mpencrapneHust 0 PU3NUECKON MOJIEIH TPOIIEcCa MOXKHO 3aKIFOUUTh, YTO
IPpY BOBHUKHOBEHUU aBAPUUHOTO pEKUMa MOBBIIIAETCS TEMIIEpaTypa MPOBOIHUKA 00-
MOTKHM, Ha TpWIEraromeid K MPOBOAHUKY HU3OJSIMU BO3HUKAIOT TaHTEHIUMATIbHBIC
HaIpSHKEHUS CHKaTHS, HA HAPY>KHOM — PaCTSXKEHUST; TaK KaK U30JISIIUSA, PACTIOJIOKEH-
Hasl Ha pajuycax, OOJBIINX BHYTPEHHET0, U HaxoasIascs mpu 0ojiee HU3KOW TeMIie-

parype, NPensITCTBYET PACIIUPEHUIO BHYTPEHHEN ITOBEPXHOCTH.

Puc. 1. Ceuenne npoBoIHUKAa OOMOTKHU

Wcnonb3ys naHHbIE O BEJIMYMHAX MEXAHUYECKUX HAMpPsHKECHUN B W3OS,
MOYHO OTPEJETUTh MPEAECIBHO TOMYCTUMOE 3HAUEHUE CONPOTUBIICHHUS], IPU KOTOPOM
MPOUCXOJIUT CpadaThIBAHUE 3AMUTHOTO YCTPOMUCTBA U TEM CAMBIM OTKJIFOUCHHE DJICK-
Tpoasuratens. [Ipu aTom cienyer UMETh B BUIY, YTO CONPOTUBICHUE MOXKET U3Me-
HATHCS Tipu Temneparype ot -40 © qo +40 ° C. Vi3meHeHue temrepaTypsl BIUSIET Ha
COCTOSIHUE H3OJIALINM, TaK KaK B MPOIECCe IKCIUTyaTalluu MOoJ1 BO3ACHCTBUEM Bard,
BUOpaIuu 00pa3yroTCs MUKPOTPEIIUHBI, KOTOPBIE MIPUBOAAT K OBICTPOMY BBIXOAY €€
u3 ctposi. CneoBaTenbHo, B HENSIX 00eCeueH sl 3JIEKTPOOE30MacCHOCTA HEOOXOANUMO
pa3paboTaTh TaKOE YCTPOMCTBO, KOTOPOE pearupoBasio Obl HA M3IIUIITHUE HATPSKCHUS
M3OJISALIMH AJICKTPOABUTATENS U OTKIIFOYAIO ObI €ro OT CeTH MPU BEIUYMHE COMTPOTUB-
JICHUSI U30JISIIUUA HUKE IOy CTUMOM.

B nepByto ouepenb Ha CONPOTUBICHUE U30JSLIUN IBUTATEINS BIUSET €r0 CE30H-
HBIH (paKkTOp — CONMPOTHUBIIEHUE PE3KO MMaJaeT B 3UMHUM MEPHOJI, BOCCTAaHABIIMBAs B

CYLIECTBEHHOW CTENEHHU CBOE BBICOKOE 3HAYEHHE B JICTHUM IEpUO. JleHCTBUE 3TOTO
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(dhakTOpa, OYEBUIHO, CBSA3aHO C TIOBBIMIEHHOHN BIAXKHOCTHIO.

JleificTBHE BTOPOTO MO 3HAYUMOCTHU (PaKTOpa — BPEMEHHOTO BBIPAXKAETCS B TOM,
YTO C HACTYIUICHUEM Ka)KJIOrO HOBOTO CE30HA 3HAUYEHHUE COMPOTUBIICHUS W30JIALIUU
JIBUTATEJISI CTAHOBUTCS. MEHBIIIE, YEM B MIPEABIAYIIEM CE30HE, ITO, OUEBUIHO, CBSI3aHO
CO CTapEHUEM U3OJISAIUU.

N3 ananu3a gaHHBIX MBI BUUM, YTO MUHUMAJIbHOE COMPOTUBICHUE U30JIALINI
00OMOTOK JBUTATENICH MPH ONPEACIIEHHBIX YCI0BUAX cocTaBiseT oT 0,27 10 0,45 MOw,
YTO MEHbIIIE MUHUMAJILHOTO MPEACIbHO JOIMYCTUMOTO COMPOTUBIICHUS WU30JISIIIUU B
ANEKTPOYCTaHOBKAX, paBHOT0 0,5 MOwM. Takue pe3yabTaThl TOBOPST, YTO HEOOXOIUMO
COBEPUICHCTBOBAaTh CYUIECTBYIOIIME YCTPOMCTBA 3aIIUThI 3JIEKTPOYCTaHOBOK. [Ipen-
JlaraeTcs MPOU3BOAUTE KOHTPOJIb COTPOTUBIICHUS U30JISIITUA OOMOTOK 3JIEKTPOBUTA-
TeJs, T. K. €r0 CHIKEHHUE SIBJISICTCS MHIUKATOPOM PabOTONPUTOTHOCTH U 0€30IMacHO-
CTH €r0 3KCILUTyaTaluu.

AHaJIN3 CYHIECTBYIOIIUX YCTPOUCTB 3aIUTHl MOKA3bIBAET, YTO OOJIBIIMHCTBO
COBPEMEHHBIX CPEJICTB KOHTPOJISI COCTOSIHUS M30JIALIMU JIEKTPOJBUIATEIIEH MTPEIIO-
JlaraeT MPOBEPKY BKIIIOYEHUS IMPU €r0 CHKCHHHM HIDKE JIOMyCTUMOIO YPOBHS WU
KOHTPOJIb TOKOB YTEUKH BO BpeMsI paObOTHI C MOCIEAYIOIINM OTKIIOYECHUEM JIBUTATETIS.
OHu He oAIeP)KUBAIOT PAOOTOCIIOCOOHOCTH MPUBO/IA, & JIUIH BBITIOJHAIOT QyHKIIUN
3anuThl [2]. [ToaToOMy HaMU MPEAIOKEHO YCTPONCTBO KOHTPOJIS COMPOTHBIICHUS H30-
JSILHMH U CYIIKU U30JSIIUH 3JIEKTPOIBUTATEIIS.

[IpuHIMOMaTbHAS CXE€Ma YCTPONCTBA KOHTPOJISI COMPOTUBIICHUS W3OJSALUU U
CYIIKHA OOMOTOK 2JIEKTpOoABUTATENS (pUC. 2), KOTOPOE COAEPIKUT B ce0€ DIIEKTPOIBU-
ratenb M, nuddepennmanbupiii TpancpopmaTop, o0pa3oBaHHBIN cepaeuyHukoMm 11,
MepBUYHBIME OOMOTKamu 1,2,3,4, BTopuyHOM 9 1 1ONOTHUTEIBHBIME 5,6,7,8, cmol-
HUTEJIbHBINA Ooprad K 1, JOTMOJHUTENbHBINA UCTIONHUTENbHBIA Oprad K 2, ycunurens Y,
KOHJIeHcaTophl oguHakoBon éMkoctu C 1...C 3, oOpa3yrolue HCTOYHHUK TOKOB HyJIe-
BOM MOCIIeIOBATEIBHOCTH, KHOTIKY S B 1, cBeronuon V, pesuctop R, nuon V D, u
ABTOMATHUYECKHU MPOBOJUT CYIIKY OOMOTOK 3JIEKTPOJABUTATENSI TOKAMHU HYJIEBOU TO-

CJIICOAOBATCIBHOCTH IIOCJIE OTKIIIOYCHUA IIHUTAaHUA ABUTIATCIIA. HaHpﬂ)KCHI/IC Ha

6
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ANEKTPOABUTATENL MOJAETCA Yepe3 KOHTAKThl MCHOJHUTENBHOTO oprana K 1. Ilpm
CHIDKEHUU COMPOTHUBIICHUS U30JISIIIMUA, HO HEJOCTUKEHUHU €10 MUHUMAJIBHO JIOITYCTH-
MOTO 3Ha4YCHH CpabaThIBACT UCTIOTHUTENbHBIN opraH K 2 ¥ 3aMbIKaeT CBOM KOHTAKTHI.
Konnencatopsl C 1...C 3, noakiIro4€HHbIE K IBUTATENIO, HE BIMSIOT Ha €ro padory.
[Tociie OTKIIFOUEHHS CXEMOM YIIPaBJICHUS JBUTATEIEM TUTAHUS, IO HEMY ITPOJAOJDKAIOT
MPOTEKATh TOKU HYJIEBOM MoOcea0BaTeNbHOCTH yepe3 kKoHuencaropsl C 1...C 3, nBu-

raTeiib OCTaeTCs HArpCTbhbIM, IIPOUCXOJUT CYIIIKA CT'0 0OMOTOK.

: ik t B cxeMy
M } - \'UIWEI'ICHH:()
’i/ JIBATATENTEM

Puc. 2. [TpuHumunuaneHas 31€KTpUYECKas CXemMa yCTPOMCTBA KOHTPOJIA
CONPOTUBJICHUS U30JIAIIUU U CYIIIKA 0OMOTOK AJIEKTPOABUTATENS

B 3T0 BpeMst TOK yTeUKH KOHTPOJMPYETCS ¢ TTOMOIIIbI0 00MOTOK 5,6,7,8, conep-
KalMu OoJIplee, 1o cpaBHEHHUIO ¢ oomMoTkamu 1,2,3,4, 4UCII0 BUTKOB, YTO HEOOXO0-
IUMO JJ11 o0ecriedeHus: OOoJIbIel YyBCTBUTEIBHOCTH, T. K. CYIIKa MPOUCXOAHUT Ma-
neiMu TokamMu. Kornma conpoTuBieHrne 0OMOTOK MOBBICUTCS, UCTIOJIHUTEIBHBIN OpraH
K 2 otnycTuT M pa30MKHET CBOM KOHTAKTHI, CyIlIKa npekpatutca. Ecnu npu nomaue
HaIMpsOKEHUST CO CXEMBbI YIPABJICHUS IBUTATEIEM COMPOTUBIICHUE W3OJISIIIUU JIBUTA-
TeJIs CHUKAETCSl HMXKE MUHUMAaJIBHO JOMYCTUMOTO 3HAUYCHUS, CpadaThIBACT UCTIOIHU-
TenbHBIA oprad K 1, oTkmovaromuid asurareib. OHOBPEMEHHO cpabaThIBaeT U HC-
MOJTHUTENBHBIN oprad K 2, BKIII0Yas PeKUM CYIIKHU.

Cnucok aureparypbl

1. ITatent Ne2446546 C 1 Poccuiickas @eneparus MITK HO2K 15/12 (2006.01)

HO02K 15/00 (2006.01) YcTpoiicTBO KOHTPOJISI CONPOTUBIICHUSI U30JISILUH U CYIIKU 00-

MOTOK anekTpoaBuratens/ Anexkcansa WM. 3., besuk B. A., Mapkapsuan JI. M.,
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AHOHUMMBALIYA I'OJIOCYIOIIEI'O B CUCTEME
IJIEKTPOHHOI'O I'OJIOCOBAHUSA C IPUMEHEHUEM
MHOXECTBEHHOI'O BPOCAHMS BIOJIJIETEHEN

IMucapes Uibs AslekcaHaAPOBHY
aCIHUpPaHT
HOsxHbBIN enepanbHblil YHUBEPCUTET, MHCTUTYT KOMIBIOTEPHBIX TEXHOJIOTHI

1 uH(OPMaIIMOHHON 0€3011acCHOCTH, Topo 1 Taranpor

Almomauu}l: ecmambsve npedﬂaeaemc;z ucnobzoearue cemu AHOHUMUz3ayuu oA
obecneuenus mpe606aHuﬂ beszonacnocmu cucmem JJIEKNIPOHHOCO0 2010COBAHUA AHO-
HUMHOCmM®b cojlocyrouieco. HpO@@@QH de@Humeﬂbelﬁ AHAIU3 UBBECMHBIX cemell aHo-
Humuzayuu Tor, 12P, JAP no xpumepusm akmuenocmu 66inycka HO8bLX 8epcull, NONYy-
JAIPHOCMU 6 HAYYHOM COO6LI4€CW18€, OCHOBHBIM YA3BUMOCMAM. B kauecmee Hawzqueﬁ
cemu Ovlia evlOpana cemsv T0r. [Ipusedena cxema 83aumooeticmsus KOMNOHEHMOo8 CU-
CMeEMbl IIEKMPOHHO2CO 20JI0COBAHUA HA OCHOBE MHONCECMBEHHO20 6pocanuﬂ oronne-
meneli ¢ npumeHeruem cenmu adHoOHumMusayuu Tor.

Paboma svinonnena npu noooepoicke epanma PODU Ne 19-37-50034.

The article proposes the use of anonymization network to ensure the security
requirements of electronic voting systems anonymity of the voting person. A compara-
tive analysis of the well-known anonymization networks Tor, 12P, JAP was carried out
according to the criteria of activity for the release of new versions, popularity in the
scientific community, and main vulnerabilities. The Tor network was chosen as the best
network. The interaction scheme of the electronic voting system components based on
multiple casting of ballots using the Tor anonymization network is presented.

This work was supported by RFBR grant No. 19-37-50034.
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Knroueswvie cnosa: kpunmoepaguueckue npomoxovl, 31eKmMpOHHOE 20J10C08a-
Hue, 1OI, anoHuMu3ayus, cucmema.

Keywords: cryptographic protocols, electronic voting, tor, anonymization, sys-
tem.

B HacTosiiiee Bpemsi CyIIecTBYET psiji CUCTEM AJIEKTPOHHOI'O TOJIOCOBAHUS, OC-
HOBaHHBIX Ha roMOMOp(dHOM muppoBanuu [ 1-5], cMemmBaronmx ceTsx [6], TeXHOIIO-
ruu OJIOKYeHH [7-8], HO BOIIPOC CO3/IaHuUs 3alIUIICHHONW CHCTEMBI 3JICKTPOHHOTO TO-
JIOCOBAaHMS YJOBJIETBOPSIOIIEH BCEM TPEOOBaHUSAM OE€30IAaCHOCTH OCTAE€TCS OTKPHI-
TbIM. B pabote npennaraercst UCIOIb30BaTh CMENIMBAIOIINE CETH JIJIS1 UCIIOJIb30BaAHUS
B CHCTEME 3JIEKTPOHHOI'O I'0JIOCOBAHUS HA OCHOBE MHOYKECTBEHHOTO OpocaHMs OrOJ-
JeTeHen g odecneueHnus TpeOOBaHUsI aHOHUMHOCTH TOJIb30BATES.

KoHuenuusi cMemumBarommx ceTeil Oblia mpenioxkena B padote [9], koTopas
MpeanoaraetT ooecrnedyeHue aHOHUMHOCTH € TTIOMOIIBI0 MHOTOCJIOWHOTO MU pOBaHUS
JAHHBIX, KOTOPBIE TPOXOJAT CKBO3b LIEMOYKY MPOKCH CEPBEPOB U MOCIIEIOBATEIBHOTO
pactrpoBaHus JaHHBIX Ha KAKI0M y3ie. CxeMa nepeiadi COOOIIEHUs B TAKOW CETH

MpeJICTaBIICHA HA PUCYHKE 1.

|
‘ |
. Cron 1 Croit 2 Cnon3 |
|
i |
| 4 CepBep 1 Cepsep 1 Cepsep 1 i
‘ |
‘ [
1 | 1
|
| 4
OtnpaBuTtenb | CepBep 2 CepBep 2 CepBep 2 —> Monyyatenb
‘ |
‘ |
‘ \
| |
|
i CepBep 3 CepBep 3 CepBep 3 !
|
‘ \
‘ \
‘ \
|

Pucynoxk 1 — CxemMa nepeaauu cooOUIEHUSI B CMELIMBAIOIICH CeTU

[IpeoOpa3zoBaHue JaHHBIX HAa KAKOM IlIare:

1. Epg1 1(Epkz 3(Epks 2(Message)))

2. Eppz 3(Epks_2(Message))
10
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3. Epks 2(Message)

4. Message

B pesynbrare oTCIEINTh UCTOYHUK OTIPABUTENSI OUYEHb CJIOkHO. Ha maHHBIN
MOMEHT CYIIECTBYET Psijl CETEH, MOJACPKUBAIOITNX AaHOHUMHU3AIINIO M TTOCTPOCHHBIX
Ha TPUHITMIIE cMeIrBaromux cereil. Hanmboiree nzBectreie u3 Hux Tor [10], 12P [11],
Java Anon Proxy (JAP) [12]. B Tabauie 1 npeactaBieHO cpaBHEHHE OCHOBHBIX ITOKa-
3aresieil TaHHBIX TPOCKTOB.

Tabauma 1 — CpaBHeHUE ceTell aHOHUMM3AIUH

Ha3Banue Hara  mocnen- | KomnyecTso OcCHOBHbIE YA3BUMOCTHU
CceTH HEro penu3a HAY4HBIX PabOT
3a 2019 ron,
CBSI3aHHBIX C Cce-
TBIO.
SAnBaps 2020 2120 - [lepexBar Bcero ToHHENs
- BbrokupoBanue mocienHero O10Ka BbI-
xoza
Tor - Ataka «Ilnoxoro si6moka» [13]
- Perpancisinust paHHETO MOATBEPKICHUS
Tpaduka
- Ataka «fingerprinting» [14]
Hexabps 2019 642 - [Togmena y3710B
12p - [IepexBar Bcero TOHHEIA
- ATaka METOJIOM UCKJIFOUEHUS
- Araka «Sybil attack»
Hexabps 2016 1050 - YA3BUMOCTb B CIIydae, €CIIM 3JI0YMBIII-
JICHHUK KOHTPOJIMPYET TMOPSIOK IepemMe-
IIMBaHUS
JAP - biiokupoBaHue peabHbIX MOJIb30BaTENEH

JUISL PACKPBITUSI €IMHCTBEHHOTO
- CormocrasiieHre IOJIB30BaTEIEH IO 00b-
eMy Tepeadyn TaHHBIX

Bce cetn B TOM WM MHOM Mepe MOABEPKEHBI psiAy ysa3BUMOcTeNH. HO mpoeKTsl
pa3BUBAIOTCS U C BBIXOJIOM HOBOI BEpPCHUHU YSI3BUMOCTH U CJIa0OCTH UCHpaBistoTcs. B
JAHHOM cily4yae HanbOosee HH(HOPMATUBHBIM KPUTEPUEM CPABHEHUS IIPEICTABICHHBIX
CeTel SABISAETCS BEJIMYMHA €ro COO0IIEeCTBa U aKTUBHOCTh YCOBEPUICHCTBOBAHUS MPO-
ekToB. [IpoekT ¢ Hanbosee OOIMHMPHBIM COOOIIECTBOM TOJIb30BATENICH, B TOM YHCIIC U
M0 KOJIMYECTBY HAYYHBIX pabOT, KOTOPbIE MOJAHUMAIOT MTPOOJIEMBI, CBA3aHHBIE C HUM,

siBIIsieTcs ceTh T 0r. Toxke caMmoe MOKHO M CKa3aTh IIPO aKTUBHOCTbB PAa3BUTHUSA ITPOCKTA
11
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— JIaTa TOCJIEAHETO pen3a Hanbosee cBeXxas Ha MOMEHT HalMCaHUs TeKyIIe paboThlI.
Takum 00pazoM, HauboJee MPEANOUYTUTENHLHON CeThIO /Il 00ecleueHus: aHOHUMHO-
CTH TI0JIb30BaTEII B CHCTEME 3JIEKTPOHHOTO T'OJIOCOBAHUS SBIIAETCS CETh |Of.

OCHOBBI CUCTEMBI JIEKTPOHHOTO TOJIOCOBAHMS C TPUMEHEHUEM MHOKECTBEH-
HOTro Opocanus OroyieTeHel ObLIN onrcanbl B padote [15]. Cucrema cOCTOUT U3 KIH-
€HTCKOI'0 IPHJIOKEHUS], CEpBepa ayTeHTU(PHUKALIMU, TOJIOCOBAHUS U PEECTPA TOJIOCOB
Ha OCHOBe OJIokuelH TexHosoruu. Heo6xoaumMo o0ecrneuynTh aHOHUMHOCTh COEIUHE-
HUS KJIMEHTOB C CEpPBEPAaMU CUCTEMBI AIEKTPOHHOTO rojiocoBanus. [Ipennaraercs uc-
MOJIb30BaTh CETh 10r /it oOecrieyeHusi aHOHUMHOTO 0OMeHa COOOIIEHUSIMU KIIMEHTA
c cepBepamu. Cxema B3auMOJEICTBUS IIpeAcTaBIeHa Ha PucyHke 2.

Cucrtema
3NEeKTPOHHOro
ronocosaHus

CepBep
ayTeHTUdukauum

CepBep

lonocyrowmn | Cetb Tor ronocoBaHus

!

PeecTp ronocos

Pucynok 2 — Cxema B3aMMOAECHCTBHS KJIMEHTA C CEPBEPAMU CUCTEMBI
JIEKTPOHHOI'O FOJIOCOBAHUS
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IKOHOMUNYECKHUE HAYKH

VJIK 336.648

PRIORITY DIRECTIONS FOR STIMULING AND SUPPORTING
INNOVATIVE ACTIVITY OF THE COUNTRY

MousuanoBa Cetriiana MapaToBHa
K.3.H., TOLEHT, TOLEHT
OI'AOY BO «Cankr-IlerepOyprckuii rocy4apCTBEHHbI YHUBEPCUTET

a’POKOCMUYECKOTO0 MPUOOpOCTpoeHus», r. Cankr-IletepOypr

Annotation: the article discusses the areas of stimulation and support of inno-
vation. The necessity of implementing innovative development programs of the state is
substantiated. The characteristic features of state priorities of scientific and techno-
logical development are presented.

Keywords: innovative activity, stimulation, priority areas, high-tech products,
scientific and technological development.

The priority areas for stimulating and supporting innovative activities include
direct organizational incentives for large public sector companies, as well as companies
operating in the field of natural monopolies, to formulate and implement innovative
development programs. Priority areas provide grants to small, medium and large com-
panies on a competitive basis in the priority areas of their innovative activities. The
stimulation of innovative activity stimulates the development of in-house science, in-
cluding by providing companies with access to unique research equipment, testing and
certification services for fundamentally new products. State support of innovative ac-
tivities contributes to the improvement of tax incentive tools for innovative activities
of enterprises and the strengthening of the innovative focus of specialized banks and

financial development institutions. The priority areas for stimulating and supporting

14
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innovative activities in the country include improving the export support system for
high-tech products and determine mechanisms for supporting the import of foreign
technologies, which are characterized by high potential for distribution in the economy.

Gradually, the state intends to reduce the degree of participation in the economy
by expanding privatization processes. To improve management efficiency, it is neces-
sary to expand the practice of proposals by the state - companies with state participation
of candidates for the election of independent members of the board of directors. At the
same time, while maintaining state participation in managing the activities of individ-
ual large companies, it is necessary to ensure the implementation of a consistent state
policy related to the introduction of recommendations for developing innovative de-
velopment programs for large companies with state participation and state control as
one of the owners over their implementation.

These programs, developed for the medium term, summarizing the state priori-
ties of scientific and technological development, contain an assessment of the techno-
logical level of the company in comparison with the best world analogues. Activities
aimed at the development and implementation of new technologies, products and ser-
vices should correspond to the world level of innovative developments, and signifi-
cantly improve the main indicators of the efficiency of the production process. State
priorities for scientific and technological development include a significant increase in
labor productivity to achieve industry average values characteristic of similar foreign
companies on the world market. Activities aimed at the development and implementa-
tion of new technologies should significantly save energy resources both in the pro-
duction process and in the operation of manufactured products.

Improving the energy efficiency and energy saving of the country's economy,
reducing the energy intensity of the gross domestic product, is possible due to reaching
a competitive level of renewable energy sources, such as: sun, wind, biogas and others,
in comparison with traditional energy sources in the Russian Federation. The need to
improve advanced technologies in the production [1], energy transfer and use, modern

energy-efficient structures, buildings and heat-insulating materials, modern energy
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consumption metering devices, installations (variable drive, combined-cycle, com-
bined generation of electricity, electrification, gasification of transport), energy-effi-
cient system lighting control, weather regulation are being implemented - an updated
comprehensive program to improve energy efficiency ty of our economy. State priori-
ties of scientific and technological development are aimed at significantly reducing the
cost of production to improve user characteristics and improve consumer qualities of
products. Activities aimed at the development and implementation of new technologies
are aimed at reducing the environmental impact, substantiating the urgent need to in-
troduce a circular model into the economy, taking into account the country's socio-
economic situation, the level of state participation in the circular economy, existing
international experience, technologies and resources.

The costs of companies for research and technology modernization [2] should
ensure a high level of competitiveness of the largest domestic companies. The ratio of
the volume of financing by domestic business and government agencies of research
and development to the revenue of companies should correspond to the same indicators
of the largest foreign companies working in innovative fields.

It is necessary at the state level to develop measures to increase the openness of
the corporate system, which will help create additional demand from large companies
for research and development of educational and scientific organizations, as well as
attract small innovative businesses to achieve their goals, participate in the formation
of technology platforms and enhance foreign economic activities.

Assessment of the implementation of innovative development programs of large
companies with state participation is carried out by the Government Commission on
High Technologies and Innovations. The granting of grants on a competitive basis for
co-financing projects in priority areas of innovative activity of enterprises should hedge
risks when enterprises move to more intensive implementation of technological and
organizational innovations, create additional incentives for the implementation of
longer innovative projects and expand the interaction of companies with scientific and

educational institutions.
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The provision of financial support by the state for technological innovations is
provided for during research and development, development and design of new models
of innovative industrial products, as well as financing of patenting and certification of
products. The state provides support to enterprises in the implementation of energy-
saving technologies, the acquisition of patents, licenses and software, as well as the
acquisition of machinery and equipment related to technological innovations.

The provision of financial support by the state is carried out during the techno-
logical audit, the financing of technological and engineering consulting services and
the provision of engineering services.

In order to tax incentives for companies to finance research and development,
the acquisition of modern equipment, it is planned to optimize the mechanism for ad-
ministering expenses for research, development and technological work and exemption
from property tax on energy-efficient equipment.

In addition to stimulating the innovation activities of existing companies, the
state needs to support the creation of new high-tech enterprises and their development
at the stages of the old-up. The implementation of this direction depends on the general
improvement of the conditions for the creation of new companies, the reduction of
growth barriers (from small to medium-sized businesses), the facilitation of the dy-
namic expansion of a new class of young, innovatively oriented entrepreneurs and the
population’s opportunities to realize inventive potential and increase innovative cul-
ture.
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THE NEED FOR THE INTRODUCTION OF DIGITAL PLATFORMS
AND INNOVATIONS IN THE ADVERTISING MARKET

Pynaxkosa Jlugusa BiaaagumupoBna
K.3.H., IOLICHT
MosyanosBa Peruna Biagumuposna
CTYyJICHTKA
OI'AOY BO «Cankr-IlerepOyprckuii rocyJapCTBEHHbI YHUBEPCUTET

a’POKOCMUYECKOTO MPUOOPOCTpoeHUs», . Cankt-IleTepOypr

Annotation: the article emphasizes the need to use modern technologies and
digital platforms to solve the macroeconomic problems of innovative management of
the advertising market. The factors affecting the advertising market are identified. It is
noted that the process of rationalization of advertising and information agencies is
expressed in changes in the typological system of advertising services in Russia, inno-
vative modernization of the material and technical base.

Keywords: digitalization, innovation, macroeconomics, innovative manage-
ment, the advertising market, artificial intelligence.

Today, advertising has become a necessary area of work for any company. With
the development of technology and innovation, the improvement of the modern world
around us, a huge variety of types and forms of advertising appears. In the information
age, advertising has not changed its original purpose and, like long ago, it sets itself

the task of not only providing consumers with information, but also assumes a
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communication function that supports feedback between consumers and the market.
Most of the problems of innovative management that arise in the advertising market
are related to the influence of macroeconomic factors on them, which include: level of
development of the political and social system; price liberalization; privatization of
advertising and news agencies; centralized supply of primary information to all players
in the advertising market; introducing foreign investment into the advertising market;
independent distribution of limited resources in the advertising and information busi-
ness.

After the completion of the entry phase of advertising and information agencies
in the market economy, the process of improving their economic and information base
Is now underway. Agencies are turning into normal market enterprises, in which spe-
cial attention was paid to innovation, strategic management, a variety of advertising
and information services, and the formation of a rational management system. The very
process of rationalizing advertising and information agencies is expressed in changes
in the typological system of advertising services in Russia, in the innovative moderni-
zation of their material and technical base, in improving the management system and
structure, in developing a sound advertising strategy, it is worth emphasizing that it is
«innovation that acts as the most important preconditions for turning innovations into
one of the main sources of growth of the country's economic potential [1]».

At the same time, single and time-separated advertising campaigns that are not
interconnected by a common advertising strategy, idea, design, cannot be called adver-
tising in the modern sense of the word. The practice of advertising shows that they are
much less effective in integrated and interconnected advertising events, developed tak-
ing into account the company's advertising strategy. Therefore, successful professional
advertising involves strategic planning of promotional events as part of advertising
campaigns [2].

The lack of equal starting conditions for competition between foreign and do-
mestic founders. Starting to create a new and / or promoting an old advertising and

information service, the agency is concerned not only with creating competitive
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advantages for its brand through innovation or effective innovation management [3],
but also with the search for sponsors who will help ensure its ultimate goal. Unequal
conditions of competition and artificial containment of market forces, as well as a spar-
ing regime for certain advertising and information agencies negatively affect the de-
velopment of the advertising market, as they do not stimulate their work to improve
their innovative developments, the quality of the information and advertising provided,
and to fully disseminate and promote them. These conditions may take the following
forms: provision of various benefits; unequal conditions for the distribution of adver-
tising and information services; the creation of a certain favorable system, only to for-
eign advertisers; advertising price inequality.

All of the above unequal conditions of competition lead to the fact that the cre-
ation of new advertising and information services in the advertising market is at an
unsatisfactory level, and even the innovative development of the management system
of some advertising and information agencies does not bring results. Ultimately, such
prerequisites can lead to a decrease in advertising performance indicators, changes in
demand and a decrease in customer satisfaction indicators. The lack of a management
system for obtaining objective information about the real dynamics and volume of the
advertising market. The main problem of evaluating and analyzing the advertising mar-
ket, which has long been of concern to the advertising community, is the lack of trans-
parent and reliable statistical information about the industry and its participants. Many
advertising and information agencies, faced with this problem, try to solve it by creat-
ing their own databases. This can help adjust the advertising process of the agencies in
question and analyze their effectiveness.

The efforts of competition between the largest advertising agencies, the com-
plexity of the problems they solved, the desire to find new methods of influencing the
consumer, the growing authority of the science of advertising and the increase in the
number of scientists analyzing various market fragments led to the emergence of re-
search departments within advertising companies.

In recent times, the general trend of the advertising market can be described as
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the onset of Internet advertising. Another trend in this segment is the constant increase
in the number of Internet users. The formation of new platforms, the increase in the
number of people in social networks leads to the formation of new, even more im-
proved types of advertising, which, trying to compete with each other, expand the ad-
vertising sphere and take it to a new level.

Taking into account all the above trends for advertising agencies, the main ques-
tion remains open, what else can be offered to an advertiser who is willing to pay ad-
ditional cost for the desired placement of his advertisement.

In conclusion, it is worth noting that for the effective implementation of the strat-
egy and solving the key tasks of state development, it is necessary to stimulate compe-
tition as a key factor in motivating innovative behavior (especially in the field of re-
search and development) [4]; to develop management systems for advertising and in-
formation networks based on digital platforms, artificial intelligence and «big datay.
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AHAJIN3 PABBUTHUS CTPOUTEJIBbHOU COEPHI
OPEHBYPI'CKOM OBJIACTH

Jlaiineko AHacTacusi Jayapa0BHA
MarucTpant kadeapsl MeHepKkMeHTa, MacTHTYT MenemkMenTa,
Open0Oyprckuii ['ocygapcTBeHHbll Y HUBEpcUTeT, T. OpenOypr, PO
Kopaoeiitnukos Urops Hukos1aeBu4
KaHAUAaT SdKOHOMUYECKUX HAYK, IOLEHT Kadeapbl MEHEPKMEHTA,
NuctutyT Menemkmenta, OpeHOyprekuit ['ocynapcTBeHHbIN Y HUBEPCUTET,

r. OpenOypr, PO

Aunomayua: 8 cmamve paccmMampusaemcs aHaIu3 pa3zeumus CmpoumenlbHol
ompacau Openbypeckoti ooracmu

Kniouegvie cnosa: cmpoumenbcmeo, CmpoumenbHas Ompacis

DKOHOMHKa COBPEMEHHOTO TOCY/IapCTBa MPEACTaBIseT coOO00i MHOTOOTpace-
BOM MPOW3BOJICTBEHHO-XO3SIMUCTBEHHBIN KOMILIEKC. CTpOUTENbHAST OTpPAClib B 3TOM
KOMILJIEKCE UTpaeT 0co0yto poib. Co3aaHne MaTepuaIbHbIX OJiar (HarpuMmep, Kuibs),
YAOBIETBOPSIONIUX MOTPEOHOCTH OOIIECTBA, OCYIIECTBISIETCS HEMOCPEICTBEHHO B
MPOILIECCE CTPOUTENHCTRA.

bnaronaps ato#t orpaciu Takke popmMupyercs MaTepruaibHbIA 6a3uc GyHKIIHO-
HUPOBAHUS BCEX OCTAIBHBIX OTPACIICH SKOHOMHUKH - TPOU3BOACTBEHHBIC 3TaHHS U CO-
OpY>KEeHHS, TOPOTH, 31aHUsI OOIECTBEHHOTO Ha3HAYCHUS. DT OOBEKTHI COCTABISIOT
MaTepUaTbHYI0 OCHOBY JIFOOOTO MPOM3BOACTBA - €T0 OCHOBHBIE (hOHBI. POk cTpou-
TEJIBLHOW OTPAC/IM B HAIIMOHAIBHOW SKOHOMHUKE OMPEIEISACTCS TaKKe TEM, 4TO CTPOH-
TeJbHAs IPOIYKITUS - 5TO OCHOBA SKOHOMHUYECKOT'O POCTa TOCYAapCTBa, a SKOHOMHUYE-

CKHUI POCT, KaK MPABUJIO, SBJISIETCS OJHOW M3 OCHOBHBIX II€JIEN MOJIUTHKHU JIFOOOTrO
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COBPEMEHHOTO IOCYIapCTBA. Y CJIOBUEM 3KOHOMUYECKOIO POCTa SBJIAECTCS paCIIUpPEH-
HO€ BOCIIPOM3BOJICTBO, KOTOPOE HEBO3MOXKHO O€3 JOIMOJIHUTENIBHBIX MHBECTHUIMHN U
CTPOUTENIbCTBA HOBBIX MPOU3BOJICTBEHHBIX MOIIIHOCTEW U 00bekTOB [1].

M HBECTUIIMOHHAs NPUBIIEKATEIBHOCTD - 3aMHTEPECOBAHHOCTH MHBECTOPOB, B
TOM YHCJIE CTPATETUYECKHUX, B UHBECTUPOBAHUE CPEICTB B KOHKPETHOE MPEAIPUITHE.
dakTopaMy MHBECTULMOHHOW MPUBIIEKATEIIBHOCTH HAa YPOBHE OTpacid (B JAaHHOM
CJly4ae CTPOMUTEIBHOW) SIBISIOTCS: PBIHKHM, KOHKYpPEHLUsS, Oapbep BXOXKJIEHUS B OT-
pacib, 0apbepbl BBIXOAA MPEANPUITHS U3 OTPACIIH, B3aUMOOTHOIIEHUS C IMOCTaBIIU-
KaMH, TEXHOJIOrnYeckue (pakTopsl U coluaibHble (hakTopsl. [lepexxutsiii kpu3uc B 00-
JJACTU CTPOMUTENBCTBA HE NPHHEC HUYETO XOPOULIETro. B yCIOBHUAX COBPEMEHHOU pBbI-
HOYHOW 3KOHOMMKHU CYIIECTBYET psJl OCOOEHHOCTEW, CBOMCTBEHHBIX CTPOUTEIBHOM
OTpaciid ¥ HETIOCPEICTBEHHO BIUSIOUIMX Ha 3()PPEKTUBHOCTD JAESITEIbHOCTH MIPEITPH-
SATHI, paboTaromux B JaHHOU cdepe [2].

OCHOBHBIE MAaKPOIKOHOMUYECKHE MMOKA3ATENH MO BUAY AesTenbHOCTU «CTpou-
TEIbCTBO» B Tabnuue 1.

Ta6numa 1 — OCHOBHBIE MAKPOAIKOHOMUYECKHUE TTOKA3aTEHU IO BUY
nesaTeIbHOCTH « CTPOUTEIbCTBOY

ITokazarens 2017 T. 2018 r. 2019 .
MHBeCcTUITMY B OCHOBHOM KAIUTAJI — BCETO, MIIPJL. . 9152,1 11035, 7 13450, 2
WNuBectuiuu B ocHoBHOM Kanutain BOJ[ «Ctpourens- 1029 0411 949,2
CTBO», MIIPJI. P.

Hannune OP B3I «CTpouTenbCTBO», MIIH. P. 108004 121268 147429
Hamnuune O® BDOJ[ «CtpoutensctBo» B OpeHOypr- 125901 137793 159698

CKOI1 00J1., MITH. p

N3 tabmuiel 1 MOXXHO yBUIETH, 4TO TTOTOK MHBecTuimii B BOJ] «Ctpourens-
CTBO» HECKOJIbKO ynai ¢ 2017 roxa, Ho B 2019 roay BHOBB moiiesn Ha MOABEM, 3TO
CBSI3aHO C TeM, 4To 1nocie kpu3uca B 2017-2019 rr. 0011esKOHOMUYECKOE MOJTI0KEHHE
Hayayo CTabMIN3UPOBATHCS.

Poct unBectunuii B 2017 roay csizad ¢ tem, uto B 2020 roay I[IpaBurtenbctBoO
P® myianupyeT npuHATH 3aKOH 00 OTMEHE MHBECTUPOBAHMSI B OOBEKTHI CTPOUTEIIHCTBA

M3BHE Ha CTaJMM 3aCTPOMKM (TO €CThb KOI/a JIOAM MOKYNalT KBAapTUPBL Y
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3aCTPOMIIMKA €IlIe 33J0JIT0 0 CAa4YH I0Ma B SKCILTyaTalluIo).

KoHkypeHIus SBIsieTcs BaXKHBIM JIBUTATEIIEM Pa3BUTHSI PHIHOYHOW IKOHOMHUKH.
MIMeHHO OHa CTIOCOOCTBYET CO3/IaHUIO HOBBIX MPOIYKTOB, KOTOPBIE YIAOBICTBOPSIOT
HOTPEOHOCTH OOIIECTBA U €0 OTICIBHO B3SATHIX WICHOB [3].

B Tabnurie 1 mpuBeaeHO HECKOIBKO KOHKYPHUPYIOIIUX MPEATNPHUATHH, 3aHUMaI0-
ITUXCSI IPOCKTUPOBAHUEM, U3MEPEHUEM U KOHTPOJIEM B CTpOUTENbHOMN cepe Open-
Oyprckoit 0o0acT, a TakKe OCHOBHBIE KOHKYPEHTHI M3 IPYTUX PETHOHOB CTPAHBI, K
KOTOPBIM 33 aHAJIOTUYHBIMH YCIyTraMH Yallle BCeTo oOpariaiich KIMEeHTh u3 OpeH-
Oyprckoii obsactu. KoHKYpeHTOCIIOCOOHOCTh Ha PHIHKE ONPEEIsSeTCs MHOXKECTBEH-
HBIMU KPHUTEpPHUSMH, B Kaue€CTBE OPUEHTHpA ISl OLICHKU JESITeIbHOCTU Oyaem pac-
CMaTpUBaTh MPUOBLIb, KaK MOKa3aTelb UTOTOBOTO pe3yJibTaTa NEATeIbHOCTH Tpe-
MPUSTHUSL.

Tabnuua 1 — KoHkypupyrolire opranu3aiii CTpOUTEIbHOU chephl, OKa3bIBAIOLTUE
YCIIYTHU 110 U3MEPEHUIO, KOHTPOJIIIO U MPOEKTUPOBAHUIO KJIUEHTAM
0 MPUOBLIH, THIC. P.

[Ipennpusitue 2017 r. 2018 r. 2019 r.
000 «Cepsuc-Ctpoii» 2856 7362 14501
3A0 «TexcTpoMIpoeKT» - 4651 2993 10745
000 «CK Crpolisnepro» 2209 1504 48
AO «OPEHBYPI' TUCH3» -166 2897 461

CTouT OTMETUTH TOT (PAKT, YTO CTOUMOCTH OCHOBHBIX (DOHIOB OTpACIU PACTET
u Ha ypoBHe P®, u B [IpuBomxkckom Oxpyre, u B OpeHOyprckoil 0051actu, U3 3Toro
MOKHO CI€1aTh BBIBO/I.

K TakuM 0COOEHHOCTSIM MOYKHO OTHECTH:

- CTaOWJIBHBIM POCT CTOUMOCTH OOBEKTOB CTPOUTEIBCTBA;

- BBICOKAsI CTENIEHb I'OCYIapCTBEHHOI'O PETYJIMPOBAHNS;

- YCTOMYHUBOCTH CIIPOCA HA CTPOUTENIBHYIO MPOAYKIHIO U YCIYTH;

- BBICOKAasi ce0€CTOMMOCTh CTPOUTENBHBIX padoT;

- BBIMIOJIHEHUE CTPOUTEIHHBIX PaOOT OCYIIECTBISAECTCA B YETKOM COOTBETCTBUU
C IIPOEKTHO-CMETHOMN JOKYMEHTALIUEN;

- pa3MelleHue TOCYyAapCTBEHHBIX 3aKa30B Ha CTPOUTENbHBIE YCIYTH 4epes3
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CUCTEMY DJICKTPOHHBIX ayKIIMOHOB. Y YUTBIBAs, UYTO CTPOUTEIBHAS OTPACIb - OJUH U3
TJIaBHBIX KaTaau3aTOpOB IKOHOMUYECKoro pa3Butus P®D, [IpaButenscTBO crapaercs
aKTUBHO WHBECTHPOBATH B HEE.

Ha ceromusiawmii 1eHb B cTpouTenbcTBE PD moctaTouHO MHOTO TIpobIieM, ¢ KO-
TOPBIMH CTATKUBAIOTCS JItou. J{71s1 Poccum akTyanbHBIMU B COBPEMEHHOMN CTPOUTEITh-
HOW MHIYCTPHUU SIBIISIOTCS TIPOBAJBI, OCEIAHNE 36MHOU MOBEPXHOCTHU, ITPOMEP3aHHEC
TPYHTOB.

Crnengyer OTMETHTh, YTO MPU MOJCPHU3ANNHA WM OTKPHITHH MPEAIPHUITHI PY-
KOBOJIUTEJISIMU TIPOBEJICH aHAJIN3 PbIHKA CTPOUTENIbHOU cepbl B OpeHOyprckoit 00-
JIACTU B CPABHEHUH C JAPYTUMHU PETHUOHAMU U BBISIBICHBI YCIYTH, HE OKa3bIBaeMbIE Ha
Tepputopun o0aacT. J[aHHBIN (PaKT SABIAETCS BaXXKHBIM IS IPEATIPUHAMATEIICH, TaK
KaK KJIMEeHTaM, HaxoasmuMcest B OpeHOyprckoit ooactu, 60ee BBITOJHO OOpaTUTCS
3a yCJIyraMd K MECTHBIM MpEeAnpuaTusM. Takum o00pa3oM, I'paMOTHO BBIOpaHHOE
HaIlpaBJICHUE PA3BUTHS NCSITSIBHOCTH MpeaAIpuHUMaTeIhCcTBAa B OpeHOyprekoit o0ia-
CTH TIPUBEJIO K OCBOCHHMIO PHIHOYHOW HUIIM, a TAKXKE K MPUBJICUYCHUIO KIUEHTOB U3
KOHKYPHPYIOIIHUX MPEIMPHUATHH, BCICCTBHAEC YE€TO MTPOU3OIILIO YBETNICHUE TPHOBLITH-

HOCTH NPEATPUATHM.
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